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ABSTRACT-  
Cryptography is an art of hiding information and 

achieving security by encoding the original information to 

convert them into unreadable form, called cipher text. The 

aim of cryptography is without corresponding key it’s 

impossible to take a cipher and regenerate the plain text. 

With good cryptography, Cryptanalyst cannot break a 

cipher text to obtain the original plain text .In this paper, 

we use stream cipher algorithm for encryption and 

decryption process. The main part of stream cipher is 

generating a long pseudorandom sequence. For good 

cryptography system,   we use neural network. With the 

help of neural network in the field of cryptography the 

security of cryptosystem increases. Artificial Neural 

networks (ANN) are used for generating a long 

pseudorandom sequence to produce the key and with this 

key data encryption and decryption process takes place. 

An artificial neural network increases the randomness 

properties and nonlinearity of pseudo random generator. 

Neural network in cryptography increases the difficulty of 

hacking the cipher text. This paper deals with neural 

network based stream cipher using VHDL. 
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I.  INTRODUCTION 

 
Cryptography is an emerging and advanced topic for 

research in the field of secure communication. With growing 

needs and technologies the researchers are trying to improve 

the efficiency and quality of service of these systems. 

Cryptography is an art of practice and study of changing 

information. Cryptography not only protects data from 

robbery or alternation but can be helpful for maintaining the 

integrity, confidentiality, and authenticity of all the 

information resources. It is necessary to secure the data and 

resources from disclosure, to assure the authenticity of data 

and to secure systems from web - based attacks. Modern 

cryptography techniques are virtually unbreakable. There are 

three types of cryptography, symmetric cryptography or secret 

key, asymmetric cryptography or public key and hash 

function.   The chosen cryptography algorithm is symmetric, 

stream cipher that encrypts and decrypts the data one bit at a 

time. In all cryptography techniques the unencrypted data is 

called as plain text, and it is encrypted into cipher text and 

again decrypted into original plain text.  

Researchers have also tried to use neural networks in 

Cryptography. In January 2003, Kanter, Kinzel proposed a 

secret key over a public channel using artificial neural 

networks. The artificial neural network contains of two multi-

layer neural networks trained on their mutual output bits and  

 

able to synchronize. The two networks starting from 

random initial weights and learning from each other with two 

multilayer networks relax to the state with time dependent 

identical synaptic weights. The partners did not exchange any 

data over a secret channel before their communication. The 

common identical weights of the two partners can be used as a 

key for encryption. The neural cryptography is the first 

algorithm for key generation over public channels .In 2010, 

Karam M. presented a stream cipher system based on pseudo 

Random Number Generator through using artificial Neural 

Networks. The proposed neural pseudo random number 

generator consists of two stages; the first stage is generating a 

long sequence of patterns, the second stage is an artificial 

neural network that gets the outputs of the previous stage and 

set it as input to the neural network.  

In this paper we present an encryption/decryption 

system based on an ANN. ANN is used to construct a secure 

encryption system by using a permanently changing key. We 

have used a single and multi-layer neural network topology. In 

the present paper, Back propagation network is proposed for 

the encryption-and-decryption process. Process of the key 

generation using back propagation neural network consists of 

three stages. The first is the feed forward network and the 

second is a back propagation process, if the error occur in 

second phase than, the third phase concerned with weights 

adjustments. Neural network implementation reduced the 

complexity of hardware technologies.   

  

II. HARDWARE IMPLEMENTATION 

USING VHDL 
VHDL (Very High Speed Integrated Circuit 

Hardware Description Language) was chosen as language to 

describe the stream cipher cryptosystem using ANN. VHDL 
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provides abstraction capabilities that facilitate the insertion of 

new technologies into existing designs. 

In this paper different modeling styles (structural, 

behavioral, dataflow) are used to write a code for both 

encryption and decryption process. Firstly neural networks are 

implemented and with this neural network the key is generated 

and simply a XOR logic operation is used between the key and 

plain text to produce the cipher text. The implementation and 

simulation of the design are completely done on Xilinx – 

project navigator, ISE 14.3, Modelsim 5.4 a. 

III STREAM CIPHER 

In stream cipher cryptosystem, the information is 

transmitted one bit at a time. Stream cipher is also known as 

symmetric cipher in which the sender and receiver have same 

key for encryption and decryption. Stream ciphers generally 

consist of a pseudo random number generator (PRNG).For 

encryption process the PRNG is initialized with a key and 

provides its output as a sequence of bits known as the (pseudo) 

random key stream.  

Key is also generated with key stream generator and 

these generators are generally constructed using linear 

feedback shift registers (LFSR). A long key sequence is 

generated form a short sequence through LFSR. If the length 

of key is shorter than the plain text itself, breaking part of the 

cipher text gives the information to the cryptanalyst about 

other parts of the cipher text and the cryptanalyst easily hack 

the original message from the cipher text. Stream ciphers are 

much faster than block cipher because they transmit one bit at 

a time .Stream cipher are used in the applications where 

plaintext are comes in unknown quantities of length. The 

major problem in stream cipher cryptography is to generate a 

long arbitrary sequence of binary signals from random key. 

 

 
Figure1: stream cipher Cryptosystem 

 

The plain text is XOR with the key stream bit by bit 

and to decrypt the cipher text we again XORed the cipher text 

with the same key to get plain text. So an error in a single bit 

of cipher text results in a single bit of plaintext error. Key 

stream sequence is generated with the pseudo random 

generator. Artificial neural network are used to design the 

pseudo random generator.  In this paper we used single and 

multilayer neural network to design the pseudo random 

number generator. The key generated with this random 

generator has more randomness then the key generated with 

simple Pseudo random number generator. There are many 

advantages of using stream cipher; speed of 

encryption/decryption is faster than other because message 

bits are independently encrypted, propagation error is low 

because each bit are separately encrypted and decrypted. 

 

III. PROPOSED ANN-BASED 

CRYPTOSYSTEM 

 

Cryptosystem or Encryption system consists mainly 

of five parts: Plain text, Cipher text, encryption, decryption    

and key. A cryptosystem or encryption can be defined as 

(P,C,K,E,D) . 

 Plaintext is information a sender wishes to transmit 

to a receiver. P is a set called the "plaintext space". Its 

elements are called plaintexts. 

Cipher text is a text when plain text message is 

codified using any suitable scheme, the resulting text is called 

a cipher 

text. C is a set called the "cipher text space". Its elements are 

called cipher text. 

Key is used for both encryption and decryption 

process.  K is a set called the "key space". Its elements are 

called keys. 

Encryption is the process of encoding plain text 

message into cipher text message with the help of key is called 

encryption. E(P,K)  

Decryption is the process of transforming cipher text 

message back to plain text message with the help of same key 

is called decryption. D(C,K) 

3.1 ENCRYPTION PROCESS 

 In encryption process the plain text is XOR with the 

key generated through neural network. We successfully used 

single layer and multilayer neural networks as an encryption 

and decryption algorithm in cryptography. In the encryption 

process, the plain text is of 32bit data sets and also 32-bit sets 

are produced after the encryption process and this text is 

called cipher text. Thus, 16 bit single and multilayer neural 

network are used for the encryption/ decryption of 32 bit   

plain text .There is no predetermined number of units in the 

hidden layer, but we also used 16 units. This 16 bit neural 

network is used to generate the 32 bit key .Both networks 

were trained on binary number representations of symbols. In 

each training set, chains of numbers of the plain text are 

equivalent to binary values of their Hexadecimal code. Then, 

the cipher text is a random chain of 32 bits. The security for 

all encryption and decryption systems is based on a 

cryptographic key. Single key is used for both the encryption 

and decryption process. 

3.2 DECRYPTION PROCESS 
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  In the decryption process the cipher text is XORed 

with the key generated with single and multilayer neural 

network. The 32 bit cipher text is XORed with the same key 

used in the encryption process to produce the same original 

plain text. 

 

IV. RESULTS AND DISCUSSION 
 

Person A transmitted a 32 bit hexadecimal Plain text   

BABA CAFÉ 

In binary this plain text is 

1011101010111010000011001010111110 . 

The corresponding cipher text is 

1011101010110010011111011111100000 

In hexadecimal the cipher text -BAB27DF82 

 

In single layer neural network we use Pseudo random 

generator to increase the randomness of key, the output of 

Pseudo random generator is input for the single layer neural 

network with this network the key is generated and this key is 

simply XOR with the plain text to produce the cipher text.  

RTL of stream cipher using single layer neural network 

consist of  PRNG and neural network. 

 
 

Figure2: RTL design of single layer stream cipher  

 

 
Figure 3:  Modelsim waveform of single layer stream cipher 

 

Simulation result of stream cipher using single layer network 

shows that the 32 bit (Hexadecimal code) plain text is 

encrypted and the receiver easily decrypt the cipher text with 

the help of key . 

In Multilayer neural network PRNG is not used. The key 

generated with multilayer neural network is more random 

because the randomness of key depends on weight. Multilayer 

neural network consist more weight than single layer .   

RTL of stream cipher using multilayer neural network – 

 
Figure 4:- RTL design of multi layer stream cipher  
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Figure 5: Modelsim waveform of multilayer stream cipher 

 

V. CONCLUSION 

 
Neural network increases the efficiency of 

cryptosystem. Neural networks are used to generate the key 

for encryption and decryption. The randomness of key 

depends on weights. The proposed technique for this 

cryptosystem offers more randomness of key for both the 

network than conventional cryptosystem. In single layer 

network PRNG is used before the network but  in multilayer 

neural network there is no need of PRNG ,as the key 

generated with multilayer neural network is more random than 

the key generated with single layer .So multilayer neural 

networks are widely used in the field of cryptography. 
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