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ABSTRACT 

In today's world data security is very essential. This can 

be provided by applying cryptography to the data. Each 

type of data has its own feature; therefore different data 

needs different encryption techniques. Security has 

become an important issue in communication and 

storage of images. Most of the available encryption 

techniques are well suited for textual data. However 

because of large data size, these techniques which are 

good foe text data may not be suitable for multimedia 

data.  

Many image encryption algorithms like AES, chaos 

based encryption etc exist. We propose a new image 

encryption algorithm which makes use of block cipher 

and genetic algorithm. We first implement the existing 

image encryption technique using genetic algorithm and 

test the results and then implement our algorithm to 

improve the results. 

Keywords- Block Cipher; Genetic Algorithm; encryption; 

decryption. 

I. INTRODUCTION 

Securing information is equally important to collecting 
information. Hence encryption methods were designed to 
give this much needed security. Likewise, images form a 
source of conveying information and hence there is a need to 
encrypt images as well. Sameness in the working 
mechanisms of the algorithm can lead to easy cracking of the 
algorithm hence, we propose a mechanism where the basic 
technique is used in combination and a novel algorithm is 
proposed.  

Cryptography is the practice and study of techniques for 
secure communication in the presence of adversaries. It is the 
study of methods of sending messages in disguised form so 
that only intended recipients can read the message after 
removing the disguise. It provides an effective solution to 
protect sensitive information in large number of application 
including data security in personal, internet, diplomatic and 
military communication etc, by implementing the processes 
of encryption and decryption. A cryptosystem is a set of 
algorithm, indexed by some keys(s), for encoding messages 
into cipher text and decoding them back into plaintext. 

Genetic Algorithms are basically a machine learning, 
heuristic search and optimization techniques based on the 
theory of Darwinian`s idea for the survival of the fittest and 
natural genetics. Generally Genetic Algorithms contain three 
basic operators: Reproduction, Crossover and Mutation. 
Genetic Algorithm gains most of their searching power from 
reproduction and crossover. Various Genetic algorithm 
encryptions have been proposed. A new approach of Genetic 
Algorithm is proposed in the paper, the operations of GA 
(Mutation and Crossover) which are used to produce 
encryption method are used in combination to block cipher. 
This new method is applied to the candidate type of data i.e. 
images. 

 

II. RELATED WORK 

A. Sodeif Ahadpour, et al (2012) [23] have introduced the 

scheme of chaos-based image encryption based on 

coupled map lattices after reviewing the main points of 

the chaotic trigonometric maps and the coupled map 

lattices. The scheme decreases periodic effect of the 

argotic dynamical systems in the chaos-based image 

encryption. To evaluate the security of the encrypted 

image of this scheme, the key space analysis, the 

correlation of two adjacent pixels and differential attack 

were performed. This scheme tried to improve the 

problem of failure of encryption such as small key space 

and level of security. 

B. K. Sakthidasan et al (2011) [12] proposes a new image 

encryption scheme which employs one of the three 

dynamic chaotic systems (Lorenz or Chen or LU chaotic 

system selected based on 16-byte key) to shuffle the 

position of the image pixels (pixel position permutation) 

and uses another one of the same three chaotic maps to 

confuse the relationship between the cipher image and the 

plain-image (pixel value diffusion), thereby significantly 

increasing the resistance to attacks. 

C. Shubhangini P.Nichat et al (2013) [22] In their paper 

have introduced a best hybrid model for image 

encryption composed of genetic algorithm and chaotic 

function. In the first stage of proposed method number 

of encrypted images is constructed using secret key and 

chaotic function. In the next stage, these encrypted 

images are used as initial population for genetic 

algorithm. In this proposed method genetic algorithm is 

used to obtain optimum result and in the last stage best 

cipher image is selected based on calculation of 

correlation coefficient and entropy. The image having 

lowest correlation coefficient and highest entropy is 

selected as best cipher image. 

. 

III. PROPOSED WORK 

The proposed algorithm makes use of the well known 
genetic algorithm for image encryption. We have introduced 
the concept of block cipher along with genetic algorithm so 
as to strengthen the encryption technique and making the 
encryption more secure. The algorithm has shown better 
results than the existing image encryption techniques. The 
decrypted images have very less noise as compared to 
previous algorithms used in this field. The proposed 
algorithm can be explained in following manner: 

Step (1): Consider an image I(W*H) where W and H are 
width and height of I. 

Step (2): Divide the image in four parts (i.e. blocks). 
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   For example: for 1
st
 part set the width = W/2 and 

height = H/2. 

Step (3): For each block repeat step (4) to step (8). 

Step (4): Split the block into set of N vectors of length L, 

where L = 8 bytes (i.e. 64 bits) 

Step (5): Select two strings say R1 and R2. 

Step (6): Select a random location from the selected 

strings. 

Step (7): (perform crossover) 

For i = 1 to N; each vector Vi from the set of N vectors. 

We use a secret key which have two attributes say x and 

y (randomly chosen from 1 to 8). 

We do crossover by swapping x to y in each vector 

Vi[x]  Vi[y] 

for example let secret key have attributes x = 2 and y = 5 

then a vector Vi given as 

Vi [b1, b2, b3, b4, b5, b6, b7, b8] 

is replaced by vector Vi as 

Vi [b1, b5, b3, b4, b2, b6, b7, b8] 

Step (8): (perform mutation) 

For each vector Vi do mutation by using another secret 

key of single variable k( belonging to 1 to 8) by following 

function 

Vi[bk] = 255 - Vi[bk] 

for example let the secret key be k = 4 then the above 

vector Vi after mutation becomes 

Vi [b1, b5, b3, (255 – b4), b2, b6, b7, b8] 

Step (9): Join all the encrypted blocks and display the 

encrypted image E. 

The decryption method is done in the reverse form of the 

above encryption method. 

 

 
Fig.1 (a) Original Image 

 

Fig.1 (b) Encrypted Image 

 

 

                    Fig.1 (c) Decrypted Image 

IV. CONCLUSION AND FUTURE WORK 

From the results above we conclude that all the security 
goals are fully satisfied by the new encryption algorithm. We 
conclude that the algorithm is comparatively more efficient 
and less complex when compared to the existing spatial 
domain techniques. It can also be concluded that our 
algorithm is novel and is different in the method of operation 
when compared to the existing techniques thereby making it 
difficult to crack. Since this algorithm makes use of block 
cipher in combination with genetic algorithm it is more 
efficient than existing algorithms. 

In near future one can improve security feature by adding 
additional features such as STEGNOGRAPHY. Stenography 
is a concept of data hiding which we can use to hide the 
encrypted image to provide more security. 

Also in future the proposed encryption algorithm can be 
used for moving images such as videos. 
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