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ABSTRACT 
In network intrusion detection system, one popular 

approach for detecting attacks is continuous 

monitoring of network activity for anomalies: 

significant deviation from normal behavior previously 

learned from healthy traffic, typically identified using 

machine learning techniques. In this paper we explore 

three machine-learning algorithms that can construct 

anomaly detection models from previous behavior. 

The algorithms used are SVM, k-NN and Naïve Bayes. 

The data set used in this work is the improved version 

of the KDD CUP99 data set, named NSL-KDD. 

Several parameters are measured and metrics are 

used to determine which of the three-implemented 

algorithms is more suited for anomaly detection in a 

network environment. The results in this work 

indicate that the superiority of k-NN algorithm in 

terms of high intrusion detection accuracy and low 

false positives than SVM and Naïve Bayes. 
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I. INTRODUCTION 

Nowadays people are becoming more connected to the 
Internet and computers are being more enclosed to our 
daily life, the Internet and the computers connected to it 
increasingly become more appealing targets of attacks. 
Computer security often focuses on preventing attacks 
using usually filtering, authentication, and encryption 
techniques, but another important facet is detecting 
attacks once the preventive measures are breached [1].  
To know if an attack has occurred or has been attempted 
or not, requires analyzing huge volumes of data gathered 
from the network, host, or file systems to find suspicious 
activity. Two general approaches exist for this problem: 
signature based (also known as misuse detection), where 
we look for patterns for a known identity - or signature - 
for each specific intrusion event, and anomaly detection, 
where we look for deviations from normal behavior. 
A signature based Intrusion Detection System (IDS) is 
used to search for network traffic known to be malicious. 
These IDSs depend on manually created intrusion patterns 
require regular update of signature database. Signature 
based IDS can only ever be as good as the extent of the 
signature database and if the signature based IDS is not 
updated; cyber-attacks are not being detected [2]. The gap 
between generation of data and our understanding of it is 

growing. As the volume of data increases, the proportion 
of it that people understand is precariously decreasing [3]. 
Anomaly based detection is a way to detect irregular 
behavior in the network or in the traffic within a network 
[4]. Primarily, anomaly-based IDS’s affirm threats using 
two main steps, which are creating a normal profile from 
system behaviors and activities, and then detecting any 
deviation from this normal profile as anomalous. 
Anomaly detection can be categorized as Supervised 
Anomaly Detection, Semi Supervised Anomaly Detection 
and Unsupervised Anomaly Detection. Supervised 
Anomaly Detection describes the setup where the data 
comprises of fully labeled training and test datasets. An 
ordinary classifier can be trained first and applied 
afterwards. This scenario is very similar to traditional 
pattern recognition with the exception that classes are 
typically strongly unbalanced. Semi-supervised Anomaly 
Detection also uses training and test datasets, whereas 
training data only consists of normal data without any 
anomalies. The basic idea is that a model of the normal 
class is learned and anomalies can be detected afterwards 
by deviating from that model. This idea is also known as 
“one-class” classification. Unsupervised Anomaly 
Detection is the most flexible setup, which does not 
require any labels. Furthermore, there is also no 
distinction between training and a test dataset. The idea is 
that an unsupervised anomaly detection algorithm scores 
the data solely based on intrinsic properties of the dataset. 
Typically, distances or densities are used to give 
estimation what is normal and what is an outlier [5]. 

 
Figure 1. Different anomaly detection modes 

depending on the availability of labels in the dataset. 

(a) Supervised anomaly detection (b) Semi-supervised 

anomaly detection (c) Unsupervised anomaly 

detection. [5] 

 
In this paper the emphasis will be on using machine 
learning techniques to detect anomalies. The reason for 
using machine learning is that it applies the principles of 
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automation to detect threats, and keep the system up-to-
date by analyzing and recognizing new threats. By using 
machine learning, the system is trained to recognize traffic 
pattern so that it will be able to classify the different 
patterns. As a result, the system will be able to deny the 
unknown traffics and allow the matching traffic in. To 
classify the traffic, the system is trained using a big 
training dataset to remember the patterns. This training 
dataset contains different types of attack. Binary and 
multi-level classification based anomaly detection is 
going to be done using a labeled training and test data set, 
which contains different attack types. These different 
attacks, which are going to be attempted to detect using, 
supervised machine-learning algorithms. 

II. RELATED WORK 

 
Zhang et al. [6] have done a study using random forest 
algorithm to detect intrusions without using attack-free 
data in the training phase. They built a framework to 
analyze the performance of random forest in misuse, 
anomaly, and hybrid detection systems and especially 
used outlier detection of random forest algorithm in 
anomaly detection framework. Sampling techniques such 
as cross-validation are used to increase the detection rate. 
The results showed that their approach achieved higher 
detection rate when the false positive rate is low, 
compared to previous unsupervised anomaly detection 
methods. The results also demonstrated a decrease in the 
detection performance when the amount of attack data is 
increased in the testing dataset.      

 
Another research [7] with more focus towards comparing 
performances of supervised methods in intrusion detection 
is done against KDD Cup 1999 dataset. Support vector 
machine (SVM) and Neural Network (NN) algorithms are 
used for the experiment and performance were compared 
using different measures such as accuracy and false 
positive rate in the optimum level of those algorithms. 
Since data is not distributed evenly in the KDD dataset, 
they applied different normal data proportions for training 
and testing phases and obtained one average value for 
comparison. It has shown that SVM has superior results 
than NN for accuracy and false positive rate. Yousef et al 
[8] used algorithms namely Random Forest, Naive Bayes, 
K-means and Support Vector Machine to identify four 
types of attacks. They also proposed best feature selection 
method. They concluded that the Random Forest 
Classifier (RFC) outperforms the other methods. They 
have mentioned that hierarchical clustering method can be 
used to improve the performance. Sangkatsanee et al[9] 
proposed intrusion detection system using supervised 
machine learning techniques to identify the on line 
network data as normal or not. The proposed method 
identifies probe and Denial of Service attacks only, but 
the other attacks are not considered.  
 
 
 

III. BACKGROUND: MACHINE 

LEARNING ALGORITHMS 
 

A. Support Vector Machine(SVM) 

A Support Vector Machine (SVM] [10] can be used for 
both classification and regression purposes. The goal of 
SVM is to find a hyper plane that would leave the 
maximum distance between data points from two classes. 
As shown in Fig 1 hyper plane can be written as the set of 
points x satisfying wTx + b = 0, where the vector w is a 
normal vector perpendicular to the hyper plane and b is 
the offset of the hyper plane wTx + b = 0 from the original 
point along the direction of w. Both nonlinear and linear 
SVM map the original feature space to a higher-
dimensional feature space where the training set is 
separable by using kernel functions. Selecting a kernel 
function and tuning parameters for SVM are still trial-and 
error procedure. 

 
Figure 2: Hyperplane through linearly separable 

classes 

B. K- Nearest Neighbour(K-NN)  

The k-Nearest Neighbor (k-NN) is an instance based 
learning method. In instance learning the algorithm store 
instances from the train dataset and compare unknown 
instances in the test dataset with those. The k-NN 
algorithm is one of the most simple machine learning 
algorithms. This algorithm is a type of lazy learning 
where the instances initially are approximated locally and 
all computations occurs at classification. The k-NN 
algorithm uses all classified training instances to 
determine a local hypothesis function. Then the test 
dataset are compared to the stored training instances and 
each instance is assigned to the same class as the k most 
similar stored instances. If k=1, then an instance is 
assigned to the class of the most similar instances. To 
compare the unknown instances in the test dataset and the 
known instances stored from the train dataset the k-NN 
algorithm uses a distance metric. The computation of 
distance between two or several numeric features is 
trivial. In general the standard Euclidian distance is used. 
When nominal features are present in the dataset the 
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distance between different values are zero if the values are 
identical, otherwise the distance is one. [3]  
 

C. NaiveBayes  

The Naive Bayesian classifier [11] is based on Bayes’ 
theorem with independence assumptions between 
predictors. Bayes theorem provides a way of calculating 
the posterior probability, P(c|x), from P(c), P(x), and 
P(x|c). Naive Bayes classifier assumes that the effect of 
the value of a predictor (x) on a given class (c) is 
independent of the values of other predictors. This 
assumption is called class conditional independence. 
 

 
 

 

where,    the posterior probability of class (target) 
given predictor (attribute), P(c) is the prior probability of 

class and    - the likelihood which is the probability 
of predictor given class and P(x) is the prior probability of 
predictor. 

IV. IMPLEMENTATION  

Weka machine learning tool was used with some external 
Java based libraries for the implementation purposes. The 
Weka workbench is open source software providing a 
collection of machine learning algorithms and data pre-
processing tools. [12]   

D. NSL- KDD dataset for anomaly dectection evaluation 

NSL-KDD dataset was chosen for this work. The NSL-
KDD data set is an improvement of the old KDD CUP99 
data set. It has been improved by removing some of the 
redundant data points that could cause errors and give 
better results than what should be [13]. The dataset has a 
total of 42 different features whether it is the anomaly or 
the multiclass data set. These are: 
duration,protocol_type,service,flag,src_bytes,dst_bytes,la
nd,wrong_fragment, urgent, hot, num_failed_logins, 
logged_in, num_compromised, root_shell, su_attempted, 
num_root, num_file_creations, num_shells, 
num_access_files, 
num_outbound_cmds,is_host_login,is_guest_login,count,
srv_count,serror_rate,srv_serror_rate,rerror_rate, srv_ 
rerror 
_rate,same_srv_rate,diff_srv_rate,srv_diff_host_rate, dst_ 
host_count,dst_host_srv_count,dst_host_same_srv_rate,ds
t_host_diff_srv_rate,dst_host_same_src_port_rate, 
dst_host _srv_diff_host_rate,dst_host_serror_rate, 
dst_host_srv_serror_rate,dst_host_rerror_rate,dst_host_sr
v_rerror_rate,attacks. 
We used 60% of the dataset for training and remaining 
40% for testing and validation. To mix up the dataset 
perfectly we use 10 cross validation. For multi-class 
classification, we used the dataset created by Botes [14].  
 

V. SIMULATION AND RESULTS 

In this section, the simulation is performed to validate the 
performance of the algorithms. In the first experiment, 
binary class classification is performed. The experiment is 
conducted and analyzed to check how accurately the 
algorithm is able to differentiate between normal and 
anomaly behavior. The percentage of detection accuracy, 
false positive, specificity and sensitivity has been 
evaluated for the algorithms. In the second experiment, 
experiment is conducted using multiclass classification. In 
multiclass classification, the outcome of the prediction 
made by the algorithm is more than two classes. In this 
experiment, the outcome is five different classes made as 
a group of attack or types of attacks from 22 different 
attacks to save resources and time and they are: Normal, 
Probe, Dos, R2L, and U2L. 
To evaluate the performance of the algorithms, the 
Confusion Matrix (also known as contingency table) has 
been used. It is an NxN matrix that has been firstly 
defined by Kohavi and Provost 1998. It shows the 
information about the actual and predicted classifications. 
Table 1 illustrates a 2x2 confusion matrix. 
 
TABLE I.   CONFUSION MATRIX 
 

 Predicted Class 

Anomaly Normal 

Actual 
Class 

Anomaly  TP FN 
Normal FP TN 

 
Here, 
TP – Classified as Normal while they actually were 
Normal TN – Classified as Attack while they actually 
were Attack FP – Classified as Attack while they actually 
were Normal FN – Classified as Normal while they 
actually were Attack 
 
- True Positive Rate (TPR): also known as Detection Rate 
(DR), Sensitivity or Recall. 

 
 
- False Positive Rate (FPR): also known as False Alarm 
Rate (FAR). 
 

 
 
- Accuracy: it is the percentage of correctly classified 
connections to the total number of connections (total). 
The accuracy can be computed as, 
 

 
 
- True Negative Rate (TNR) is the proportion of positives, 
which yield negative test outcomes with the test. 
 



INTERNATIONAL JOURNAL OF RESEARCH IN TECHNOLOGY AND MANAGEMENT (IJRTM) 
ISSN 2454-6240   

www.ijrtm.com   

4 

Volume 4 Issue 5, OCTOBER 2018 
 

 
 

E. Experiment one: Binary classification  

Table 2 represents the detection accuracy of the Naïve 
Bayes classifier. The accuracy rate is 90.6408 % and the 
error rate is 9.3592 %. From Tabe3, it can be seen that the 
False Positive Rate (FPR) is 13.20%, which is very high. 
In figure 3, the bar chart shows the prediction made by the 
Naïve Bayes classifier. This bar chart displays the actual 
attacks and the prediction correctly classified by the 
algorithm. 
 
TABLE 2 ACCURACY OF THE NAÏVE BAYES  
 

Total number of instances: 50389 
 Total 

number 

Percentage 

Correctly classified 
instances 

45673 90.6408 % 

Incorrectly classified 
instances 

4716 9.3592 % 

 
TABLE 3 CONFUSION MATRIXES FOR THE NAÏVE 
BAYES 
 

 Predicted Class 

Anomaly Normal 

Actual 

Class 

Anomaly 20311 3090 
Normal 1626 25362 

Performance matrices 
Specificity TNR 86.80% 
Sensitivity TPR 93.98% 
1- Specificity FPR 13.20% 
Accuracy ACC 90.64% 

 
 
Figure 3: Performance evaluation of the Naïve Bayes 

binary classification. 

 
Table 4 represents the detection accuracy of the SVM. 
The accuracy rate is 97.4399 % and the error rate is 
2.5601 %. From Table 5, it can be seen that the False 
Positive Rate (FPR) is 3.95%, which is good. From figure 
4, it can be seen that the actual attack and the prediction 
was close. The SVM is well known for good result and it 
can also be seen in this work. It might not be the best 

when compare with k-NN, but the results are still 
promising.    
 
 
TABLE 4 ACCURACY OF THE SVM 
 

Total number of instances: 50389 

 Total 

number 

Percenta

ge 

Correctly classified instances 49099 97.4399 
% 

Incorrectly classified instances 1290 2.5601 
% 

 
 
TABLE 5 CONFUSION MATRIX FOR SVM  
 

 Predicted Class 

Anomaly Normal 

Actual 

Class 

Anomaly 22473 923 

Normal 367 22478 

Performance matrices 

Specificity TNR 96.05% 

Sensitivity TPR 98.39% 

1- Specificity FPR 3.95% 

Accuracy ACC 97.44 

 
 

 
 
Figure 4: Performance evaluation of the SVM binary 

classification.  

 
Table 6 represents the detection accuracy of the k-NN. 
The accuracy rate is 99.6825 % and the error rate is 
0.3175 %. From Table7, it can be seen that the False 
Positive Rate (FPR) is 0.33%. This algorithm showed the 
best result with high percentage of accuracy. This can be 
seen from figure 5 as well. Table 7 gives a very clear 
picture of k-NN’s accuracy of attack prediction. True 
Positive Rate (TPR) and True Negative Rates (TNR) are 
very high, which indicates that the algorithm performed a 
very good job classifying the test data.   
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TABLE 6     ACCURACY OF THE k-NN 

Total number of instances: 50389 

 Total 

number 

Percentage 

Correctly classified instances 50229 99.6825 % 

Incorrectly classified 

instances 

160 0.3175 % 

 
 TABLE 7   CONFUSION MATRIX of k-NN 

 Predicted Class 

Anomaly Normal 

Actual 
Class 

Anomaly 22473 923 

Normal 367 22478 

Performance matrices 

Specificity TNR 99.67% 

Sensitivity TPR 99.70% 

1- Specificity FPR 0.33% 

Accuracy ACC 99.68% 

 

 
Figure 5: Performance evaluation of the k-NN binary 

classification. 

 
Performance of each machine-learning algorithm can also 
be   evaluated by plotting the receiver operating 
characteristic (ROC) curve. In ROC curve, X- axis 
represents false positive rate of detection (FPR) and Y-
axis represents true positive rate of detection (TPR) and 
the total area under the curve summarizes the overall 
detection accuracy of the intrusion detector [15]. As 
shown in figure 6, k-NN has highest accuracy followed by 
SVM and Naïve Bayes algorithm. 
 
 

  

 

 

Figure 6: Roc curve obtained by  (a) Naïve Bayes (b) 

SVM  (c) k-NN. 

 

F. Experiment two: Multiclass classification 

In multiclass classification, the algorithms classify the 
data into more than two classes. In this case there are five 
classes: DoS, Probe, U2R (User to Root), R2L (Root to 
Local) and Normal. This means that, instead of classifying 
normal or anomaly, algorithm has to recognize the attack 
patterns and classify them as one of the five classes. 
  
Naïve Bayes multiclass classification 

 
Table 8 represents the detection accuracy of the Naïve 
Bayes multiclass classification. In figure 7, the bar chart 
displays the difference between number of actual attacks 
is in the dataset that algorithm should have recognized 
and how many predictions that has been correctly 
classified by Naïve Bayes multiclass classifier. The 
overall classification is not the best, but it has good results 
on DoS, probe and normal as shown in Table 9. 
 
TABLE 8 ACCURACY OF THE NAÏVE BAYES 
MULTI CLASS CLASSIFIER. 

Total number of instances: 50389 
 Total 

number 

Percentage 

Correctly classified 

instances 

42544 84.4311 % 

Incorrectly classified 

instances 

7845 15.5689 % 

 
 
TABLE9   CONFUSION MATRIX FOR NAÏVE 
BAYES MULTI CASS CLASSIFIER 

 DoS U2R R2L Probe Normal 

DoS 17393 63 6 113 765 
U2R 0 13 1 0 0 
R2L 3 200 155 23 7 
Probe 176 429 0 3408 646 
Normal 484 2827 495 1607 21574 
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Figure 7: Performance evaluation of the Naïve Bayes 

multi class classification. 

 
SVM multiclass classification 

Table 10 represents the detection accuracy of the Naïve 
Bayes multiclass classification. In figure 8, the bar chart 
displays the difference between number of actual attacks 
is in the dataset that algorithm should have recognized 
and how many predictions that has been correctly 
classified by SVM multiclass classifier. The overall 
classification is much better than Naïve Bayes and has 
good results on DoS, probe, R2L, and normal as shown in 
Table11. 
 
TABLE 10 ACCURACY OF THE SVM MULTI CLASS 
CLASSIFIER. 

 Total number of instances: 50389 
 Total 

number 

Percentage 

Correctly classified 
instances 

49459 98.1544 % 

Incorrectly classified 
instances 

930 1.8456 % 

 
 
TABLE11  CONFUSION MATRIX FOR SVM   
MULTI CLASS CLASSIFIER. 

 DoS U2R R2L Probe Normal 

DoS 17987 0 0 2 351 
U2R 0 5 2 0 7 
R2L 0 1 280 0 107 
Probe 25 0 1 4503 130 
Normal 123 4 59 118 26684 

 

 
Figure 8: Performance evaluation of the SVN multi 

class classification. 

 
K-NN multiclass classification 

Table 12 represents the detection accuracy of the k-NN 
multiclass classification. In figure 9, the bar chart displays 
the difference between number of actual attacks is in the 
dataset that algorithm should have recognized and how 
many predictions that has been correctly classified by k-
NN multiclass classifier. From table 13, it can be seen that 
k-NN has the best overall classification among all three 
algorithm used in this work. 
 
TABLE 12 ACCURACY OF k-NN MULTI CLASS 
CLASSIFIER. 

 Total number of instances: 50389 
 Total 

number 

Percentage 

Correctly classified 

instances 

50214 99.6527 % 

Incorrectly classified 

instances 

175 0.3473 % 

 
TABLE13   CONFUSION MATRIX FOR k-NN 
MULTICLASS  CLASSIFIER. 
 

 DoS U2R R2L Probe Normal 

DoS 18315 0 0 2 23 
U2R 0 7 0 0 7 
R2L 1 1 362 0 24 
Probe 10 0 0 4624 2521 
Normal 21 9 25 27 26906 
 

 
Figure 9: Performance evaluation of the K-NN 

multiclass classification. 

 

VI. CONCLUSION 
 

In this paper, three machine-learning algorithms were used 
for network intrusion detection. Among these three 
algorithms, k-NN provided significant detection accuracy 
of 99.68 % and lower false positive rate of 0.33% in binary 
classification and in multiclass classification, k-NN 
provided detection accuracy of 99.65% and lower false 
positive rate of 0.34%. Furthermore, deep learning will be 
applied to the dataset to evaluate the performance of the 
algorithms.  
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